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Abstract
Cryptography is one of the major concerned areas of computer networks and data 

security. An efficient direction of providing data security can be termed as DNA based on 
cryptography. In this paper, a new reliable and more secure approach for data hiding based 
on DNA sequences is introduced. The proposed approach has two rounds of encryption. 
This encryption is similar to an existing encryption method called the Data Encryption 
Standard (DES) algorithm. Through cryptography algorithm two secret keys are used for 
encryption the message. The first key is induced from the elliptic curve cryptography (ECC) 
and gaussian kernel function (GKF). The second key is constructed based on an arbitrary 
injective mapping on the second characters repeated in the first key. Finally, the encryption 
message randomly hides in the second DNA sequence based on the numbers from GKF.
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1. Introduction

DNA cryptography is hiding a data in terms of DNA sequences, which 
can be done using several DNA technologies with the biological methods. 
In recent years, the use of data hiding approach has become popular in 
transmitting secret messages. Data hiding approaches based on the DNA 
sequence attracted much attention to avoid malicious intruding and fulfill 
a safe transmission. The DNA sequence is made up of four different types 
of bases, Guanine-G, Adenine-A, Thymine-T and Cytosine-C. Each base 
is attached to a sugar molecule and a phosphate molecule. Together, a 
base, sugar, and phosphate are called a nucleotide. For example, segment 
of LN611623.1 sequence retrieved from the European Bioinformatics 
Institute (EBI) [1] as shown figure 1.

The order of these bases determines the information available for 
building and maintaining an organism. DNA has much more storage 
capacity which is equal to (1gm = 10^8 TERA bytes). It means small amount 
of DNA can stores world’s information. DNA cryptography method is 
one of the new techniques in cryptographic field that can provide higher 
security of the information. Cryptographic schemes use one key to encrypt 
and decrypt the message is referred as symmetric-key. A few well-known 
symmetric key cryptography examples are; the Data Encryption Standard 
(DES), Triple-DES (3DES) and the Advanced Encryption Standard (AES). 
The Cryptographic schemes use two keys; one is used for encryption 
“called public key’’ and the other one for decryption “called private key” 
are referred as asymmetric key encryption. In the majority of cryptographic 

Figure 1
A segment of length 840 bases from the LN611623.1 of length 2,634 bases
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applications in practical systems, symmetric and asymmetric algorithms 
are used together to construct hybrid schemes.

To deal with data hiding problem, many cryptographic schemes 
were proposed with cryptographic based on DNA such as a symmetric 
DNA-based cipher approach [2][3]. Secret message was encrypted using 
RSA algorithm and then hidden in DNA sequence using complementary 
character [2]. A new scheme to hide two secret bits from a message by 
replacing one character in DNA sequence is described recently. The 
researchers used a kind of mapping between one complementary rule 
and the two secret bits to hide the message and then send the fake DNA 
sequence [3]. An algorithm is proposed by using software point of view 
for implementing data hiding based on DNA sequences. Both of DNA’s 
features and binary coding technology beside complementary pairing 
rules are needed. Data hiding is started by applying three different and 
separate steps to prepare cipher message [4]. A session keys are shared 
between the sender and the receiver instead of sharing the actual keys 
between them. These keys contain the information about the actual key that 
is used for encrypting the message. This DNA sequence is one of the key 
to encrypt the message in next step and then get the fake DNA sequence. 
Add some extra bits at the beginning and at the ending of the faked DNA 
sequence and send the total form of DNA sequence to the receiver[5][6]. 
New method provides a secure and reliable data transmission has 3 sub-
phases. They are the key generation, data encryption and the use of DNA 
encoding. The key generation is done by selected two 128-bit DNA sequence 
randomly from publicly available DNA sequences. These two selected 
DNA sequences will produce two encryption keys after performing a large 
number of computations on it. The data encryption technique is proposed 
where two rounds encryption has been carried out among the plain text 
and the generated two secret keys. A DNA encoding is converted every 
hex digit into a corresponding DNA representation of 2 DNA bases [7]. 
]. Eman and M. I. Moussa have proposed an algorithm based on two 
dimension chaotic system and DNA sequence. This algorithm uses the 
two dimensional chaotic map to generate two artificial DNA sequences 
S1and S2. The sender uses the first sequence S1 for the encryption and 
uses the second sequence S2 to hide the cipher message randomly in a 
real third sequence S3, which is selected from DNA database [8]. Neil 
Koblitz and Victor Miller [9, 10] discovered Elliptic curve cryptography 
(ECC) in 1985. ECC is an approach to public-key cryptography based 
on the algebraic structure of elliptic curves over finite fields. One of the 
main benefits in comparison with non-ECC cryptography is the same 

http://en.wikipedia.org/wiki/Public-key_cryptography
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level of security provided by keys of smaller size. Fatma and M. I. Moussa 
introduced a new data hiding algorithm based on deoxyribonucleic acid 
(DNA) sequence, where a DNA coding is used to encode plaintext instead 
of the classical 8-bit ASCII coding. The algorithm based on two DNA 
sequences [11]. Based on the properties hiding data in DNA sequence has 
been attracting much attention and research work has been carried out to 
propose several new methods [12, 13, 14, 15, 16].

The paper is organized as follow. Section 2 briefly introduces elliptic 
curve cryptography and the secret keys. Section 3 presents the proposed 
encryption and decryption algorithms. Section 4 introduces the security 
analysis; the experimental and comparisons results are given in Section 5. 
Finally, section 6 is the conclusion.

2. The Proposed Approach

The idea of the proposed scheme is to use ECC to generate points (x, y) 
that applied on GKF to generate the position of hiding the message and 
the numbers to select the character from DNA sequence to generate the 
first key. The second key is generated by indicated the second characters 
repeated in the first key and then establish a kind of injective mapping 
between one character from first key and one complementary rule. The 
secret message is encrypted through two levels using DES and the two 
keys and then hides the encryption message into another DNA sequence.

 A C G T
A A C G T
C C A T G
G G T A C
T T G C A

X-OR Table

A C G T
A C A T G
C T G C A
G A G C T
T T C T G

S0 -BOX

2.1 Proposed System and Complementary Rules

Let P, Q be prime numbers and choosing the variables a, x, y and b 
within the field of Fp. The elliptic curve generates all points (x, y) which 
satisfy the elliptic curve equation modulo p as follows in equation (1):

2 3mod    mod  (1)y P x ax b P= + +

All points (x, y) from equation (1) are applied in equation (2) and then 
choose prime number Q to generate the position to hide the message as 
follows equation (3):
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The adjustable parameter m plays a major role in the performance of 
the Gaussian function, and should be carefully tuned to the problem at 
hand. When the value of m is equal to 0, the values of Zi appear sequential 
and there is no difference in places such. When the value of m . is lies 
between 0 and 1, the values of Zi is differed slight. When the value of m . is 
greater than 1, the values of Zi are completely different, and this choice is 
more suitable for hiding the secret in the reference DNA sequence.

For each letter s of a DNA sequence, all the following s, G (s), G (G (s)) 
and G ( G (G (s))) are different, where G (s) is the complementary of s. This 
case induced a one to one and onto map G. For example; if we have a 
complementary rule defined as (A-T) (C-G) (G-A) (T-C), where G (A) = T, 
G (C) = G, G (G) = A, G (T) = C.

2.2 Generating of Keys

In this algorithm, we generated two keys that are used in encryption 
algorithm. Elliptic curve equation is used for generate a sequence of pair 

Algorithm 1 : Keys Generation
Input :  A reference DNA sequence S = {s1, s2, ..., sk} a secret message M = 

{m1, m2, ..., mn} and the proposed system and complementary rules
Output :  Key K1 and key K2.
Step 1 :   Choose a prime number P.
Step 2 :  Use equation (2) from the proposed system and complementary 

rules to generate a sequence of pair (xi , yi)
Step 3 :  Compute GKF

2

| |2
,  xp

2
( ) e i i

i i i

x y
F x y

µ
 −

= − 
 

Step 4 :  Compute Zi = mod (Fi * 10^14, Q)
Step 5 :  We sort the randomly generated sequence Zi in ascending order 

and store them in an array Z, then add the value Z[i] to the index i.
Step 6 :  Calculate 

1 2 31 ...
pZ Z Z ZK s s s s= ⊕ ⊕ ⊕ ⊕

Step 7 :  For integer j =1 to P
Apply the complementary rule G (s) on the second repeated letter in K1

1 2 31 ...
pZ Z Z ZK s s s s= ′ ⊕ ′ ⊕ ′ ⊕ ⊕ ′
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(xi , yi) and then put this pairs in GKF to generate sequence of integer 
numbers. Select nuclide from DNA sequence based on integer numbers 
to generate first key. The second key is generated by applying the 
complementary rule on the second repeated letter in first key.

2.3 Generating the Expanded Number

In algorithm 2, we generate expanded numbers to expand the message 
by using GKF. GKF is generating sequence of random numbers and then 
we take this numbers and apply mod on it. We read sequence of numbers 
from left to right where every number appears exactly twice.

Algorithm 2 : Expanded Numbers Generation
Step 1 :  Use equation (2) and equation (3) to generate integer numbers
Step 2 :  N =  mod (Zi , R), where R is the length of IC2 in encryption algorithm
Step 3 :  Take numbers from step 2 and read them from left to right where 

each number appears twice.

2.4 Message Cryptography Algorithm

Obviously, there is an original message M (M has two parts L and R, 
where L is left side and R is right side) which the sender decides to send 
via a network to another person who is called receiver. So, there are two 
levels to get the final from of the message. Two levels used two keys that 
are generated from algorithm 1.

LEVEL 1 : Encrypt the secret message using K1

Step 1 : Convert Message into ASCII Binary Code
Step 2 : Divide M into Two Halves, Left and Right Hand Side

M = M (L) ≈ M (R)
Step 3 : Apply Bitwise X-OR Operation between K1 and M (R) to produce 
IC1

IC1 = M (R) ≈ K1

Step 4 : IC2 = Apply S0-BOX into IC1

Step 5 : Expand IC2 by random number generation (IC3)
Step 6 : Apply Bitwise XOR Operation between IC3 and M (L) to get IC4

Step 7 : Put IC4 in the left half and right half is M (R)
IC5 = merge (IC4 , M (R))

Step 8 : swap the halves to generate IC6

IC6 = merge (M (R), IC4)
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LEVEL 2 :  Encrypt the secret message using K2

Step 1 :  Divide IC6 into Two Halves, Left and Right Hand Side
IC6 = IC6 (L) ≈ IC6 (R)

Step 2 :  Apply X-OR between right side and K2

IC¢2 = IC6 (R) ≈ K2

Step 3 :  Apply S0-BOX into IC¢2 to get IC¢3
Step 4 :  IC¢4  = Expand IC¢3 
Step 5 :  Apply X-OR between IC¢4  and IC6 (L)

IC¢5 = IC¢4  ≈ IC6 (L)
Step 6 :  Concatenate output of IC¢4  in left hand and IC6(R) in right hand to 

Produce IC¢5 
IC¢6 = IC¢5 ≈ IC6 (R)

Figure 2
Message encryption diagram of level 1

Figure 3
Message encryption diagram of level 2
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2.5 Message Hiding Algorithm

In Algorithm 3, we select another DNA sequence to hide the 
encryption message inside it. When using GKF a sequence of ascending 
numbers are generated to replace each nuclide from DNA sequence 
by nuclide from artificial DNA sequence(IC¢6). Finally send fake DNA 
sequence to the receiver.

Algorithm 3 : Generation position for hiding (a, b, p, q)
Input : A reference DNA sequence S2 and IC¢6 
Output : The hidden secret message M 
Step 1 : For i = 1 to length (M)

2

2

| – |
Compute ( , ) exp mod

2
i i

i i i

x y
z x y Q

µ

 
= −  

 

end for
Step 2 : For i = 1: length (IC¢6)
Change S(zi) to be IC¢6 (i)
end for
Step 3 : send fake DNA sequence to the receiver.

3. Example

We explain the message cryptography algorithm in this example 
through four steps. The first step is used to generate the first key and the 
second key for using in encryption the message. The second step is used 
to encrypt the secret message using first key through level 1 and third step 
is encrypt the secret message using second key through level 2. The finally 
step is used to hide the secret message into DNA sequence.

Step 1 : Generate the first key and the second key
1.  Choose S1 = A T C G A A T T C G G G C T G A G T C A C A A T T C G C G 

C T G A G T G A A C C 
2.  With a = 5, b = 5 and p = 37, the elliptic curve the equation over F37 

is; y2 = x3 +5x + 5. The set of points which satisfy this equation are: 
(2, 7) (2, 19) (5, 5) (5, 21) (6, 11) (6, 15) (9, 5) (9, 21) (11, 13) (12, 5) (12, 21) 
(15, 7) (15, 19) (18, 5) (18, 21) (19, 11) (19, 15) (22, 5) (22, 21) (24, 13) 
(25, 5) (25, 21)
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3.  Compute zi = {1, 4, 5, 11, 16, 18, 19, 20, 22, 23, 24, 28, 29, 32, 36, 37} where 
m = 2

4.  K1 = S1(zi) = A G A G A T C A A A T C G G G A
5.  Apply the complementary rule on K1 according to the injective map 

G and get K2 = A G A G A T C A A A T C G T T A

Step 2 : Encrypt the secret message using K1

1.  Let the message (M) = “hi” = A G A G C G G A C G G C A G A G
2.  Divide M into left M (L) and right M (R)

M (L) = A G A G C G G A
M (R) = C G G C A G A G

3.  IC1 = K1 ≈ M (R) = C A G T A C C G
4. Apply S0 –BOX into IC1 to generate IC2 = T T A C
5. Expand IC2 to get IC3 = T A T C A T C T
6. IC4 = IC3 ≈ M (L) = T G T T C C T T
7. IC6 = Concatenate R and IC4 = C G G C A G A G T G T T C C T T

Step 3 : Encrypt the secret message using K2

1.	 IC¢2 = IC6 (R) ≈ K2 = T A T C C G G T
2.	 Apply S0-Box into IC¢2 to get IC¢3 = T C C T
3.	 Expand IC¢3 to get IC¢4 = C C C T C T T T
4.	 IC¢5 = IC¢4 ≈ IC6(L) = A T T G C C T C
5.	 Concatenate IC¢5 and IC6(R) to get IC¢6 

IC¢5 = A T T G C C T C T G T T C C T T

Step 4 : Hide the secret message (IC¢6 ) using
zi = {1, 4, 5, 11, 16, 18, 19, 20, 22, 23, 24, 28, 29, 32, 36, 37}

Select another DNA sequence S2 = T A C C A C G T C G T G T C C C A 
G G A C C A T A C G G T G A A C G T A A A C G C T T A A A A T T T A G G G C 
T C C C A G T C G

After hiding message we get the fake DNA sequence:
Fake DNA sequence = A A C C T T G T C G G G T C C C A C T C C T G T 

A C G T C G A C C G T T T A C G C T  T A A A A T T T A G G G C T C C C A G T 
C G
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4. Decryption and Data Recovery Algorithm

The receiver uses the following algorithm to get the plaintext. First, 
we get the artificial DNA from fake DNA sequence by using the numbers 
that generated from GKF. By applying decryption steps in artificial DNA 
to get original message.

Algorithm 4 - 1 : Data Recovery Algorithm
Step 1 :  Extract the artificial DNA sequence (IC¢6) according to the sequence

zi (xi , yi)
Step 2 : Divide (IC¢5) into two halves, IC¢6 (R), IC¢6 (L)
Step 3 : Apply XOR between IC¢6 (R) and K2

IC¢2 = K2 ≈ IC¢6 (R)
Step 4 : Apply S0 –BOX into IC¢2 to produce IC¢3 
Step 5 : IC¢4 = Expand IC¢3
Step 6 : Apply XOR between IC¢4 and IC¢6 (L)

M (R) = IC¢4 ≈ IC¢6 (L)
Step 7 : Concatenate M(R) and IC¢6 (R) and then swap them
Step 8 : Apply XOR between right (step 7) and K1 to get IC1 
Step 9 : Apply S0 –BOX in IC1 to get IC2

Step 10 : Expand IC2 to get IC3

Step 11 : Apply XOR between left (step 7) and IC3 to get M (L)
Step 12 :  Put output of step 11 in left side and put the output of step 6 in 

rights to get original message

5. Security Analysis

This section discusses the strength, the robustness and the security 
issues of the proposed scheme. There are roughly 163 million DNA 
sequences available publicly. Thus, the probability of an attacker making a 

successful guess is 8
1

1.63 10
.

×
 Another DNA sequence which is used to hide 

the secret message, so the probability of the attacker making a successful 

guess for the second selection is 8
1

1.63 10
.

×
 The probability of an attacker to 

make a successful guess for the complementary rule is 1
6 .  The number of 

points in the elliptic curves over the field Fp is E(Fp)| ≤ 1 + p + 2 .p  The 

final probability of guessing the secret message is ( ) ( ) ( )8

11 1
1 261.63 10 p+ +×

x x  



INFORMATION HIDING USING DNA SEQUENCES 11

Ta
bl

e 
1

Th
e 

ex
pe

ri
m

en
ta

l r
es

ul
ts

 o
f t

he
 p

ro
po

se
d 

sc
he

m
e

Lo
cu

s
Sp

ec
if

ie
s 

de
fi

ni
tio

n
N

o.
 o

f 
nu

cl
eo

tid
es

C
ap

ac
ity

 C
Pa

yl
oa

d
bp

n=
 |

M
|/

C
[1

1]
bp

n=
 |

M
|/

C
th

e 
pr

op
os

e

A
C

15
35

26
M

us
 m

us
cu

lu
s 1

0 
BA

C
 R

P2
3-

38
3C

2
20

0,
 1

17
20

0,
11

7
0

0.
57

9
1.

60
0

A
C

16
62

52
M

us
 m

us
cu

lu
s 6

 B
A

C
 R

P2
3-

10
0G

10
14

9,
 8

84
14

9,
88

4
0

0.
73

0
1.

61
0

A
C

16
72

21
M

us
 m

us
cu

lu
s 1

0 
BA

C
 R

P2
3-

3P
24

20
4,

 8
41

20
4,

84
1

0
0.

56
6

1.
60

0

A
C

16
88

74
Bo

st
au

ru
s c

lo
ne

 C
H

24
0-

20
9N

9
20

6,
 4

88
20

6,
48

8
0

0.
56

1
1.

60
1

A
C

16
88

97
Bo

st
au

ru
s c

lo
ne

 C
H

24
0-

19
0B

15
20

0,
 2

03
20

0,
20

3
0

0.
57

9
1.

59
9

A
C

16
89

01
Bo

st
au

ru
s c

lo
ne

 C
H

24
0-

18
51

1
19

1,
 4

56
19

1,
45

6
0

0.
60

5
1.

60
4

A
C

16
89

07
Bo

st
au

ru
s c

lo
ne

 C
H

24
0-

19
51

7
19

4,
 2

26
19

4,
22

6
0

0.
59

7
1.

60
2

A
C

16
89

08
Bo

st
au

ru
s c

lo
ne

 C
H

24
0-

95
K

23
21

8,
 0

28
21

8,
02

8
0

0.
52

9
1.

59
7



12 E. I. A. E. LATIF AND M. I. MOUSSA

6. Experimental Results

A series of experiments carried out to evaluate the performance of 
the proposed scheme. Table 1 displays the experimental results in terms 
of the parameters used to evaluate the performance (capacity, payload 
and bpn). As shown, eight DNA sequences are used as the test sample 
in first column. These DNA sequences are publicly available by accessing 
the National Center for Biotechnology Information database (NCBI). The 
third column shows the number of nucleotides before hiding the secret 
message, and the fourth column shows the total length of the faked 
sequence after hiding the secret message, the fifth column shows the 
remaining length of new sequence after extracting out the reference DNA 
sequence. The bpn columns show the number of bits hidden per characters 
by applying the previous approaches in[8] but last column shows results 
of applying the proposed approach. Capacity and payload show that the 
length of the fake reference DNA sequence is not expanded. Furthermore, 
the proposed scheme has an acceptable embedding capacity, which is 
stable with different reference DNA sequences. Capacity and payload 
show that the length of the fake reference DNA sequence is not expanded. 
Furthermore, as bpn is within [1.59, 1.60], the proposed scheme has an 
acceptable embedding capacity, and the embedding capacity is stable with 
different reference DNA sequences.

7. Conclusion

Basically, the purpose of cryptography and steganography is to 
provide a very high degree of security for the data. Before encryption the 
message we must generate two keys, the first key is generated by GKF and 
the second key is generated by indicated the second characters repeated 
in first key and then establish a kind of injective mapping between one 
character and one complementary rule. The secret message is encryption 
in two levels using DES. Finally hide message in another DNA sequence.
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